Abstract. Mobile wireless Internet has created great requirement for seamless and secure communication over heterogeneous devices. There are many security issues on this kind of network. This paper shows a survey of various security solutions and presents a VPN mechanism to integrate the security protocols, which can greatly enhance the network security. The analyses prove the correctness of the design.
Introduction
The characteristics of the wireless network makes it feasible to access. Beacon frames are broadcasted so that customers are able to connect. By this way, there is no mechanism to provide traffic protection and prevent passive listening. It is possible for an attacker to monitor wireless network, obtain the MAC address, spoof an access point, and tempt users to connect the authorized point which is actually attacker's computer. The reason for an attacker to disguise itself as an access point is that MAC layer does not support the authentication of per-frame.
To sum up, in order to solve these problems, a strong encryption and authentication protocol need to be deployed on the wireless network.
This paper is organized as follows. Section Ⅱ describes the related work in this area. Section Ⅲ describes the problems of the wireless network. Section Ⅳ describes the solutions to these issues, and analyses prove the design. Finally, section Ⅴ concludes the paper.
Related Work
Wired Equivalent Privacy (WEP) and Wi-Fi Protected Access (WPA) are the most common types of wireless security. WEP is a notoriously weak security standard. The password used by it can be cracked by a laptop within a few minutes. WPA was an approach to improve security over WEP. The current version is WPA2. It just uses a 256-bit key to encrypt the network. Although a longer key can be used to improve the security over WEP, still it has a weak security protection.
The encryption methods of layer 2 and layer 3 can't effectively guarantee the security of the valuable data [8] . They are only effective for part of the communication path. It may not be able to cover all the traffic. All traffic can be encrypted when working at the router level. The security of the wireless access authentication is implemented, and the end to end data encapsulation can be provided by tunneling technology for the wireless users.
A secure, encrypted tunnel is provided by virtual private network (VPN), in which to transmit the data between two nodes. It can be implemented on layer 2 or layer 3 [1] . Point-to-Point Tunneling Protocol (PPTP) is implemented on layer 2. It is used to confirm that the messages transmitted from one node of VPN to another are secure. Layer 2 Tunneling Protocol (L2TP) is another similar protocol, which is used for supporting VPNs or as a part of the delivery of services by ISPs. It is not encrypted by itself. It relies on encryption protocols to provide privacy.
Today's leading VPN technologies [2] , such as IPsec [6] , is a set of protocols defined by the Internet Engineering Task Force (IETF) to provide security protections such as authentication, privacy protection, and data integrity protection, do not have sufficient capabilities to support seamless mobility [9] . IPsec is not a panacea to resolve all network-layer security problems. For example, IPsec cannot prevent the bandwidth exhaustion issue Denial of Service attacks and IKE itself is vulnerable to fragmentation flooding attacks [3] . However, IPsec policy is not aware of the specific security requirements, and it is static and coarse grained, ignore security protection of Internet applications. In addition, there is no standard IPsec API, and it is difficult to make a user-friendly IPsec API [5] . A mechanism is provided by Secure Socket Tunneling Protocol (SSTP) to transport PPTP or L2TP traffic through the SSL 3.0 channel with the help of key-negotiation, encryption and traffic integrity checking. Internet Key Exchange protocol (IKE) is used to build a security association in the IPsec protocol suite, and applies X.509 certificates for authentication [4] . A method provided by IPsec is used to manage authentication and protect the data between multiple crypto peers engaging in secure data transfer.
Security Problems of the Wireless Network
It is possible for a hacker to capture all the data traffic between the sender and the receiver, and send it to its true destination. Some network messages are sent in clear text without encryption. Once inside the network, a network sniffer can be installed and confidential information can be accessed and don't need the victim's knowledge.
MAC spoofing occurs when a hacker can monitor the network traffic and be able to identify the mac address of the computer.
An attacker tempts clients to log into a soft Access Point. However, the hacker log into a real access point through another wireless card and provide a stable flow of traffic to the real network by the transparent hacking computer. If someone accidentally connects to a false network, but they believe that they get a real network connection. Their ids, passwords and other confidential information will be stolen easily. In this case, the hacker can track the traffic and capture all the data traffic between sender and receiver, copies it, analyzes it, modifies it and forwards it to its true destination.
A Denial-of-Service attack (DOS) occurs when an attacker continues to attack a target access point or network with fake requests, successful messages, failure messages or any other command. It will cause the legitimate users can't access the network normally and it may cause the network collapse. Internet connection can be used by an unauthorized user for malicious purposes, such as hacking.
The Solutions to Improve Wi-Fi-security Requirement
Users of the wireless local area network (WLAN) want to have the same security level as the wired environment. Users need to be authenticated in order to protect the network from being intruded. And the encryption is also needed to protect the valuable data from being captured. In addition, it is necessary to ensure the data authentication and the data integrality. Network access control can be used to prevent the electromagnetic leakage and reduce the risk of the wireless network. Specifically, encryption and authentication are needed for all the traffic on the secure VPN, and each tunnel must be able to identify the security properties of the tunnel. The above functions can be effectively integrated by virtual private network (VPN).
Security Services and the tunnel for carrying private traffic are the two basic parts of a VPN. A secure data protection mechanism is applied by VPN technology to ensure the security of data transmission through the public networks. The security of the wireless network can be strengthened successfully by it. And it can guarantee the security of the valuable data. Figure 1 . VPN architecture.
The Procedure of VPN
The VPN software accomplish data encryption and decryption between location A and B. An encrypted data tunnel is thus constructed. The following information is put together and packaged into a new package:
Tunnel information (like the address of the other endpoint). Encryption data and algorithm. The original IP packet. The VPN software send the encrypted package to the other tunnel endpoint. Since the package is encrypted, it is not readable for those who do not have the correct key. The new header of the package simply contains the addresses of sender and receiver. And the metadata must be provided by the VPN software. For the VPN control protocol, its format list is as follows. 
The Design of VPN Protocol

Security Analyses
Encryption techniques are applied in the implementation of VPNs to prevent datagram leakages while they are in the public network. Specifically, OpenSSL library is used to encrypt data and control information. And the process of Integrity and authentication is accomplished on each packet. IPSec in VPN provides two different working modes: Transport Mode, Tunnel Mode. The first can be applicable for host-to-host security protection. It provides two security mechanisms. Authentication Header can successfully protect the source and destination addresses of the IP header using a hash function with a secret key, while Encapsulated Security Payload provides confidentiality, authentication and integrity mechanism, guaranteeing data confidentiality and integrity of IP packet [7] . The second Tunnel Mode provides security between two networks by protecting the entire IP packet. By this way, the network confidentiality, integrity and authentication is guaranteed.
Conclusion and the Future Work
With increasing number of mobile devices used in 802.1x standard, security of such mobile devices becomes a concern. In this paper, we presented a proposal to integrate multiple layer VPN solution to provide security protection for internet applications. And the analyses illustrate the rationality of the design. If the mechanism is integrated into the firewall, it is more feasible to deploy, and provide more security protection.
